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Course of topic: ELEN3015 Data and Information Management
Test Date: April 9, 2018 Test Venue: RW 5
Time allowance: 1.5 hours

Note: Show all workings, complete with the necessary comments. Marks will be
allocated for all working and logical reasoning and not just for the correct
answer.

Question 1

Consider a binary sequence. Given the input stream
100000000010010100011000110101000110

(read left to right), answer the following.

(a) Compress the above sequence by using the Lempel-Ziv algorithm.

(5 marks)
(b) Calculate the probabilities of digits 0 and 1 of the given sequence.

(1 marks)
(c) Calculate the entropy of this sequence in the second extension.

( 3 marks)

(d) Implement Huffman coding based on the second extension of the alphabet.
(5 marks)

(e) Based on the answers in (a) and (d), compare the compression rates and comment
on the trade-off between complexity and efficiency.

(2 marks)

( Total 16 marks)




ELEN3015- Data and Information Management 2018/4/9 RW 5 (3 pages—page 2)

Question 2

Given the two primes 197 and 199 for the RSA public-key crypto-system in this question,
answer the following.

(a) Describe how to use these two primes to set up the RSA public-key crypto-system.

(5 marks)
(b) Is 7 a valid key? Why?

( 3 marks)
(¢) Determine the corresponding private key for the public key 25.

(5 marks)

(d) Show how to decrypt ciphertext 32 with the private key 23285, and determine the

plaintext.

(5 marks)

( Total 18 marks)

Question 3

When determining the security of a HASH system, the cryptanalyst tries the following
attacks.

(a)

If the attacker is NOT allowed to modify the original message, determine the number
of HASH calculations that would be required to have a 50% chance of generating
a new message with the same HASH as the original message. In your calculations,
assume the HASH length is 8 bits.

(4 marks)
Derive the expression of number of HASH calculations, n, required to have a 20%
chance of generating two different messages with the same HASH. Determine the

approximate value of n.

( 6 marks)

( Total 10 marks)
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Question 4

Consider a known-plaintext attack performed on a double DES cryptosystem.

(a) Determine the maximum number of times the DES algorithm needs to be run when
using the brute-force strategy.

( 3 marks)

(b) Determine the maximum number of times the DES algorithm needs to be run when
using the meet-in-the-middle strategy.

( 6 marks)

( Total 9 marks)

( Exam Total 53 marks)

( 100%=50 marks)




