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Note: Show all workings, complete with the necessary comments. Marks will be
allocated for all working and logical reasoning and not just for the correct

answer.

Question 1

Consider the following cryptographic system. The elements 0, 1, . . . , 25 of Z26 represent
the letters A, B, . . ., Z. Encryption consists of replacing each element x, by E(x) defined
as follows:

Eke(x) = (x · ke + ke) mod 26.

(a) Determine the size of the keyspace of the encryption function Eke(x).

( 5 marks)

(b) Determine the functionDkd
(x) which will decrypt the ciphertext generated by Eke(x).

Verify that Dkd
(x) is working as expected by encrypting the character C using the

key ke = 5 and then decrypting the resulting ciphertext with Dkd
(x).

( 5 marks)

(c) Determine whether the cipher Eke(x) forms a groups (the cipher is closed).

( 4 marks)

(d) What is the perceived keyspace and the effective keyspace of the double cipher
consisting of Ek1 (Ek2(x))? Determine the keys k1 and k2 for the following plaintext
and ciphertext pairs:

• plaintext1 = ‘BK’ , ciphertext1 = ‘FA’, and

• plaintext2 = ‘FI’, ciphertext2 = ‘XE’.

( 16 marks)

( Total 30 marks)

Question 2

The following vector is received on a channel that introduces a maximum of one error per
codeword:

r =
(
α5, α1, 1, α2, α4, α2, α5

)
.

Assume that the original codeword was generated with the generator matrix

G =

 α3 α1 1 α3 1 0 0
α6 α6 1 α2 0 1 0
α5 α4 1 α4 0 0 1

 .
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Determine whether r is a valid codeword or not. If r is not a valid codeword, determine
the position of the error, as well as the correct value of the element in error. Assume that
the elements are from the Galois field GF(2m), generated by p(x) = x3 + x+ 1.

Show all intermediate steps.

( 25 marks)

( Test Total 55 marks)

( 100%=50 marks)
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